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Agenda

Welcome & Logistics

Preparation of attendees.

Run Locally OpenCAPIF.

Coffee Break & Group picture
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Agenda

Verify if OpenCAPIF is working.

User Registration Flow by Administrator.

Provider Onboarding flow by customer 
User.

Invoker Onboarding flow by customer User.
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Today'sPresenters

Stavros Charismiadis

OCF TSC Member

Pelayo Torres

OCF TSC Member

Jorge Moratinos

OCF TSC Chair
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Preparation of Attendees
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Preparation of Attendees

All information and URLs used are present on https://labs.etsi.org/rep/groups/ocf/-
/wikis/OCF-HACKFEST-1 agenda.

In order to simplify we prepare 2 Ubuntu VMs, one for amd/intel processors and other one 
for Mac M1/M2/M3 processors. 

If your laptop is amd/intel processor you will need to download VirtualBox application and amd64 VM:

https://www.virtualbox.org/wiki/Downloads

VirtualBox HackfestUbuntu AMD64 VM 
(https://drive.google.com/file/d/1DyYURh6a3qrffvENxj7h1cTG3vqs5Z67/view?usp=sharing)

If your laptop is Mac with M1/M2/M3 processor, you will need to download UTM and ARM VM:

https://mac.getutm.app/

UTM HackfestUbuntu ARM64 VM 
(https://drive.google.com/file/d/1ThDFYljbeYxJKKmvKHqCWwegCYKHH2NA/view?usp=sharing)

NOTE: Confirm that CPU supports AVX (Advanced Vector Extensions). On Windows execute the following command to enable: άbcdedit /set xsavedisable 0έ
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Preparation of Attendees

If your laptop runs Windows 11 (or 10) you will need to turn off virtualization (Hyper-V) features:

Press Win+R. In the Run field, type appwiz.cpl and press Enter.

Turn Windows features on or off.

 Deselect the following checkboxes (or Hyper-V checkbox for oldest versions)

Restart laptop
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Preparation of Attendees

Import AMD64 VM on VirtualBox:

File -> Import Appliance:
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Preparation of Attendees

Import ARM64 VM on UTM:

ClickonάҌέ ŀƴŘ ƻǇŜƴ ±a ŦƛƭŜΥ
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Preparation of Attendees

Run VM and setup keyboard:

Loginin Ubuntu with nextcredentials:

User: ocf

Password: ocf

After loginsetupyour keyboardaccordingto your
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Preparation of Attendees

We can start opening έFirefoxέ, click on ά+έ on tabs and go to άOCF/capif ς GitLabέ:
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Preparation of Attendees

Copy url for clone:
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Preparation of Attendees

Open Terminal on left:

Write next command to clone current staging repository:
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git clone -- branch staging -- single - branch <repository_url >
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Run Locally OpenCAPIF
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Run LocallyOpenCAPIF

Go to ~/capif/services directory and execute next 
commands:

./run.sh-h to show help.

./run.sh-smto launchlocal dockercompose.
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MeanwhileΧ

Let'stakea brief look at the OpenCAPIFcomponents
and its architecture.
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Architecture

2 types of users:

Admin/Superadmin

Invoker/Provider

3 Main Components:

Register

CAPIF

VAULT

All communication between components 

use Rest APIs
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Coffee break and Group Picture
15 minutes
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Verify if OpenCAPIF is working
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VerifyOpenCAPIFisworking

Check all docker images are running:

./check_services_are_running.sh

Youcan alsocheckif all neededdockerimagesare 
running with command:

dockerps-a
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VerifyOpenCAPIFisworking

Run show logs:

./show_all_logs.sh-af
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VerifyOpenCAPIFisworking

Open new tab in terminal and execute robot smoke tests:

./run_capif_tests.sh--includesmoke

This will download Robot Framework image and execute smoke tagged tests
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VerifyOpenCAPIFisworking

If all tests were PASSED, the OpenCAPIF is working fine:
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Now we are ready to start !!!
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Setup Postman
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DownloadPostmancollection

First step is download Postman Collection from OCF web page:
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ExtractPostmancollection

Extract all files inside zip file:

You will see this:
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Open Terminal and goto folder

Go to folder and execute npm i and run node script.js

Open Postman:
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Createa Workspace

/ƭƛŎƪ ƻƴ ά/ǊŜŀǘŜ ²ƻǊƪǎǇŀŎŜέΥ
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SelectyourWorkspace

/ƭƛŎƪ ƻƴ ά²ƻǊƪǎǇŀŎŜǎέ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ŎǊŜŀǘŜŘ ²ƻǊƪǎǇŀŎŜΥ
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Import Postmancollection

Click on import:

Select both files CAPIF collection an environment and click άOpenέ
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Finishimport and selectEnv

Click on import:

Select CAPIF Environment:
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InstallPython dependencies

Click on new tag at terminal and run:

And we can run hello_api client.
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User Registration Flow by 
Administrator
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Loginas Admin

Firststep to actas Adminis loginin order to getAccess 
token from RegisterService:
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Loginas Admin

Select01-login_admin requestand clickon Send:
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Loginas Admin

WeWill get200 OK Response with Access token:
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Createnew useras admin

After loginas administrator, new usercan be created:
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Createnew useras admin

Select02-create_user requestand clickonάSendέΥ
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Createnew useras admin

Wecan checkAuth tag to seetoken used:
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Createnew useras admin

Wewill getnext201 Createdresponse with nextbody:

Nowwe havea usercreatedby Adminin our local 
OpenCAPIF.
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Provider Onboarding flow by 
customer User
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Gettoken to interactwith CCF

FirstisobtainAccess token and endpointsfor user:
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Gettoken to interactwith CCF

Selectrequest03-getauth and clickonέSendέΥ
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Gettoken to interactwith CCF

Wewill see200 OK response with nextbody:

Wemustuse temporallyaccess_tokento interactwith
CCF as client. 

Alsoin this response we can seeurls to sendeach
request, likeonboarding, publish, discoverΣΧ
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Onboarda provider

Nowwe can onboardthe provider:
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Onboarda provider

Select04-onboard_provider and clickάSendέΥ

47

https://creativecommons.org/licenses/by/4.0/


CC-BY-4.0

© ETSI CC-BY-4.0

Onboarda provider

Response receivedwill be 201 Createdwith certificates
signedand apiProvDomId:
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Configure Certificatesin Postman

Beforegoto next request, we will needto configure 
Postmanwith credentialsobtained, all isexplainedin 
documentation.

Goto Settingsand open certificatessection:
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Configure Certificatesin Postman

ActivateCA certificatesand selectca_cert.pem:
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Configure Certificatesin Postman

NowaddClient certificatesbyŎƭƛŎƪƛƴƎ ŀǘ άadd
certificateέ button:

Setupcapifcoreas host and import client_cert.crtand 
client_key.keyto eachfield, after that clickonάAddέ
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Configure Certificatesin Postman

If all is configured properly you will see this:
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PublishAPI by provider

After onboard provider we can publish an API:
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PublishAPI by provider

Now we can select request 05-publish_api:
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PublishAPI by provider

Response will be 201 Created with next body:

You can see here the apiId assigned by CCF to this 
published API.
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Which are our current status?

User created by admin

Provider onboarded

Provider API published
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Invoker Onboarding flow by 
customer User

57
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Onboardinvoker

After API publication we can onboard an invoker on CCF
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Onboardinvoker

Now we will onboard and invoker in CCF. We must select 
request 06-onboard_invoker and click on άSendέ:

As Provider Onboarding, for Invoker onboarding request we 
must use access token provided by getauth, this is because at 
onboarding operation we will retrieve the signed certificate to 
interact with CCF. 59
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Onboardinvoker

Response will be 201 Created with signed certificate in body:

Also we can see apiInvokerId provided by CCF to identify this 
invoker inside CCF.
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DiscoverAPIsby Invoker

Now we can get all APIs published by request a discover:
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DiscoverAPIsby Invoker

We can now select request 07-discover to retrieve APIs 
published:
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APIsdiscovered

Response will be 200 OK with published APIs:

We can see there a list of serviceAPIDescriptions with all APIs 
published at CCF.

We will try to use hello_api_demo_v6 api.
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CreateSecurity Contextfor that
API

If invoker want to use some discovered API, then security 
context must be requested:
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CreateSecurity Contextfor that
API

We need to request a Security Context as invoker to grant 
access to selected API:

65

https://creativecommons.org/licenses/by/4.0/


CC-BY-4.0

© ETSI CC-BY-4.0

Security Contextcreated

Response will be 201 Created with Security Info:

On Release 1 only support OAUTH, then the next step will be 
get OAUTH token to be used by invoker to access API published.
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Which are our current status?

Invoker Onboarded

APIs Discovered

Security Context created

We are ready to reach service API published!
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GetOAUTH token

Now the last step will be request OAUTH token to access 
published service API:
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GetOAUTH token

Select request 09-ƎŜǘψǘƻƪŜƴ ŀƴŘ ŎƭƛŎƪ ƻƴ ά{ŜƴŘέΥ
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GetOAUTH token

We will receive 200 OK with access_token to be used by 
Invoker:
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SendRequestto API publishedby
Provider

Last step is send request using OAUTH to service API published:
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SendRequestto API publishedby
Provider

Select request 10-ŎŀƭƭψǎŜǊǾƛŎŜ ŀƴŘ ŎƭƛŎƪ ƻƴ ά{ŜƴŘέΥ
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SendRequestto API publishedby
Provider

Body in request is one defined by API published:
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Response from API

The response will be 200 OK

We can check the logs of service that is running the API 
published in terminal:
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Congratulations!

Now, all of you have completed a full flow using a 
local deployment of OpenCAPIF! 

¢Ƙŀƴƪǎ ŦƻǊ ȅƻǳǊ ŀǘǘŜƴǘƛƻƴΣ ŜǾŜǊȅƻƴŜΗ [ŜǘΩǎ ƪŜŜǇ ǳǇ 
the great work! 
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Engage with OpenCAPIF
https://portal.etsi.org/ocf

https://ocf.etsi.org

https://labs.etsi.org/rep/ocf

@OpenCAPIF

@OpenCAPIF

@OpenCAPIF

https://OpenCAPIF.slack.com (invite)

OCF_INFO@list.etsi.org 

Participation is free for ETSI 
members, SMEs, Universities, 

Public Research Bodies and User 
and Trade Associations and 

Individuals. 

Join us by signing the 
SDG OCF Agreement 
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mailto:OCF_INFO@list.etsi.org
https://etsisign.eu1.echosign.com/public/esignWidget?wid=CBFCIBAA3AAABLblqZhBDVbi67Bz8jPDvr9Ev29vOMf9IxnPCm-A7nZ-sqUi7sXmEQtYbPGxQwAkc5JJeXMo*


CC-BY-4.0

© ETSI CC-BY-4.0

Thank You!
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Extras
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Overview of OpenCAPIF
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HowisOpenCAPIFCreated?

OpenCAPIF implements the 3GPP Common API Framework 
defined on their specs. 

The template with models and operations is created by using 
OpenAPI generator with swaggers created by 3GPP. This 
simplify the way to update to new releases over 3GPP 
specifications.

The code logic implemented is under core folder on each 
service, in order to make easy the update previously 
commented.

Each API is implemented in a dockerized service, this simplify 
the way to deploy locally or in a k8s environment.
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