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Agenda

@® Welcome & Logistics

@ Preparation of attendees.

@ Run LocallppenCAPIF

@ Coffee Break & Group picture
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Agenda 7% OpenCAPIF

@ Verify ifOpenCAPIE working.
@ User Registration Flow by Administrator.

@ Provider Onboarding flow by customer
User.

@ Invoker Onboarding flow by customer User.
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7% OpenCAPIF

Preparation of Attendees
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: X
Preparation of Attendees & UpenCAPIF
All information and URLs used are presentdps://labs.etsi.org/rep/groups/ocft

/wikis/ OCFHACKEESITagenda.

In order to simplify we prepar2 Ubuntu VMs, one foamdintel processors and other one
for Mac ML/M 2/M 3 processors.

@ If your laptop issmd/intel processor you will need to download VirtualBox application andGhwiM:

https://www.virtualbox.org/wiki/Downloads

VirtualBoxHackfestUbuntu AM®»4 VM
(https://drive.google.com/file/d/ADyYURBa3grffvENXYh1lcT&EvgHZ67/view?2usp=sharinp

@ If your laptop is Mac with M 2/M 3 processor, you will need to download UTM and ARM VM:
https://mac.getutm.app/

UTMHackfestUbuntu ARM4 VM
(https://drive.google.com/file/dAThDFYljbe YXJKKmvKHgCWwegCAFiew?usp=sharing

NOTE: Confirm that CPU supports AVX (Advanced Vector Extensions). On Windows execute the following commanditcdadititet xsavedisabl@¢

© ETSCGBY4.0 6
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Preparation of Attendees @2 OpenCAPIF

If your laptop runs Windows 11 (or 10) you will need to turn off virtualization (Hypérfeatures:

® PressWin+R In the Run field, typappwiz.cplnd press Enter.

® Turn Windows features on or off.

@ Deselect the following checkboxes (or Hyppecheckbox for oldest versions) & Windons Features - B
Turn Windows features on or off @

@ ReStart Iaptop To turn a feature on, select its check box. To turn a feature off, clear its check box. A

Control Panel Home Uninstall or change a program filled box means that only part of the feature is turned on.

inen To uninstall a program, select it from the li O Simple TCPIP services (i.e. echo, daytime etc)
< % Tum Windows features on or > ()= SMB 1.0/CIFS File Sharing Support
off Organize ~ (J)- Telnet Client
Name (= TFTP Client 3 .

2 ’oMicrosof‘t Visual Studio Code (User) Virtual Machine Platform
=/ Run X [] (5 Mobile Broadband HL Service Windows Hypervisor Platform
EDMozilla Maintenance Service ()= windows Identity Foundation 3.5

o Mozilla Thunderbird (x64 en-US)

o ) B  windows PowerShell 2.0
Ly Notepad++ (32-bit x86)

= Type the name of a program, folder, document, or
(] Windows Process Activation Service

Internet resource, and Windows will open it for you.

& 0BS Studio
p— E— O Opera Stable 114.0.5282.102 (™" Windows Projected File System
< Qpen: ‘ ) M 5 0racle VirtualBox 7.1.2 @  Windows Subsystem for Linux
M — — [E7Postman x86_64 11.10.0 ()= Windows TIFF IFilter
&P PUTTY release 0.80 (64-bit) 8 Work Folders Client
1 !':;.Remote Desktop Connection
n Cancel Browse... 5" Slack

"\":","SmartBy‘re Drivers and Services

TAP-Windows 9.21.2 S
@Team\liewer

UoA OpenVPN 2.3.12

=

© ETSCGBY4.0 7
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Preparation of Attendees 192 OpenCAPIF

Import AMD64 VM on VirtualBox:
@ File->Import Appliance

@ VirtualBox File Machine Window

| NON Import Appliance... 81

- Export Appliance...

. OCF Hackfée
, @) powered Tools >

. OCF Hackfest ubuntu amd64 v1.1
, @ Powered Off

Help

.+ Source

Source: Local File System

File:

Ei

Favoritos = v = 77 Documentos Q
@ Recientes
A Aplicaciones Nombre Fecha de modificacion v  Tamafio

© Descargas ¥ OCF Hackfest ubuntu amdé4 v1.3.ova

31oct 2024, 10:34
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Preparation of Attendees @2 OpenCAPIF

Import ARM64 VM on UTM:
@ Clickondbé¢ YR 2LISY +a

Inicio
Personalizado

@ UTM 3
2

Virtualizar

Mas rapido, pero sélo puede ejecutar la arquitectura de CPU nativa.

Click on “+” = v &y 00 VMs
K0 Emular Nav.
Mas lento, pero puede correr otras arquitecturas de CPU. Nombre
Click on “Open”
Existent
/ OCF Hackfest ubuntu arm64 v1.3.utm
O Abrir... | &— B BT o . B

Descargar una VM lista para usar desde la libreria de UTM...

grver

Cancelar

© ETSCGBY4.0 9
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Preparation of Attendees

Run VM and setup keyboard:

@ Loginin Ubuntuwith nextcredentials
User ocf

Passwordocf

After loginsetupyour keyboardaccordingo your

Ock 31 09:27

© ETSCGBY4.0
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e English (US)

Spanish

Show Keyboard Layout

Keyboard Settings
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Preparation of Attendees

We can start openingFirefox, click oné+€ on tabs and go to6OCFapifc GitLalg:

x | +

C Q. Search with Google or enter address

© ETSCGBY4.0

Ock9 0737

— OCF [ capif - GitLab T

Grafana Local €

7% OpenCAPIF
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Preparation of Attendees @2 OpenCAPIF

Copyurl for clone:

Oct 9 09:00

,*s (3 | @& Postman-ETSISDGOCF(x | & OCF/capif- GitLab
&« C @ ) B https://labs.etsi.org/rep/ocf/capif * & 9 =

Sign in

ssh://git@labs.etsi.org:29419/0 | [

Cc # OCF > capif
a Clone with HTTPS
B C caplf@ https://labs.etsi.org/rep/ocf/c
Project ID: 294 [ CLICK on “Clone”
o Open in your IDE
- 534 Commits ¥ 17 Branches <7 2 Tags K 1.6 GB Project Storz % 2 Rel
8 Visual Studio Code (SSH)
@
Hcopy!l
o Merge branch "OCF79-prepare-code-for-hackfest' into "staging' |+« IntelliJ IDEA
a Jorge Moratinos authored 4 days ago IntelliJ IDEA (HTTPS)
e
W staging ~ capif Find file
Ij m PRrAMLAAr TR Acccbhn |l A

© ETSCGBY4.0 12
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Preparation of Attendees @2 OpenCAPIF

Open Terminal on left:

¥ Postman - ETS1 5DG OCF [ X = OCl

C @ Oh 8

Write next command to clone current staging repository:

:-S git clone --branch staging --single-branch <paste url copied CTRL+SHIFT+V=

git clone -- branch staging -- single -branch <repository url >

© ETSCGBY4.0 13
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7% OpenCAPIF

Run LocallppenCAPIF

© ETSCGBY4.0 14
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RunLocallyOpenCAPIF @ OpenCAPIF

Go to ~tapif'services directory and execute next
commands:

@ ./run.sh-hto showhelp.

® ./run.sh-smto launchlocaldockercompose

"
i)
O
'»,' S
.l ﬂ

;-5 cd capif/services/
: S ./run.sh -h
Docker compose version it greater than 2.10
Usage: <options>
: Setup different hostname for capif
: Run Mock server
: Run monitoring service
: Set Log Level (default DEBUG). Select one
: Remove cached information on build
: show this help

$ ./run.sh -snfj

15
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MeanwhilexX 7R OpenCAPIF

Let'stake a brief look atthe OpenCAPIEomponents
andits architecture

© ETSCGBY4.0 16
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Architecture

2 types of users:
@® Admin/Superadmin

@ Invoker/Provider

3 Main Components:
@® Register

@® CAPIF

® VAULT

All communication between components

use Rest APIs

/\'

&

ADMIN
SUPERADMIN

GCF

CAPIF Discover Service

CAPIF Publish Service

CAPIF Events Service

CAPIF Invoker Management

CAPIF Security Service

CAPIF Logging Service

CAPIF Auditing Service

CAPIF Access Control Policy

CAPIF Provider Management

GAPIF Routing Info Service

IHHIIIHIII

© ETSCGBY4.0

‘r H

OpenCAPIF

REGISTER NS

Register MONGO

DATABASE

MONNS

CAPIF MONGO !

DATABASE

VAULT NS
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7% OpenCAPIF

Coffee break and Group Picture
15 minutes

© ETSCGBY4.0 18
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7% OpenCAPIF

Verify ifOpenCAPIIS working
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T

Verify OpenCAPIB working &% OpenCAPIF

Check all docker images are running:

@ ./check_services_are running.sh

S ./check services are running.sh

Ei ALl Vault services are running
All CCF services are running
ALl Register services are running

Youcanalsocheckif all neededdockerimagesare
runningwith command

@® dockerps-a

© ETSCGBY4.0 20
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o VerifyOpenCAPIBworking & OpenCAPI

Run show logs:

@ ./show all logs.skaf

_ . : 5

; S5 ./show_logs.sh
You must specify an option before rum script.
Usage: ./fshow logs.sh <optionss
: Show capif services
j : Show vault service
: Show register service

: Show Robot Mock Server service
: Show monitoring service

: Show all services
: Follow log output
: Show this help

% ./show_logs.sh -a

© ETSCGBY4.0 21
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Verify OpenCAPIis working @2 OpenCAPIF

Open new tab in terminal and execute robot smoke tests:

@ ./run_capif_tests.sh-includesmoke

5 ./run_capif_tests.sh --include smoke

CAPIF_HOSTNAME = capifcore
CAPIF_REGISTER capifcore Lv‘
CAPIF_HTTP_PORT = 8080 s
CAPIF_HTTPS_PORT = 443

CAPIF _VAULT = wvault

CAPIF_WAULT_PORT = 8208

CAPIF _VAULT _TOKEN = read-ca-token

MOCK_SERVER_URL = http://mock-server:9100

DOCKER_ROBOT _IMAGE = labs.etsi.org:5050 ocf fcapif/robot-tests-image:1.0-armé64
1.0-arm64: Pulling from ocf/capif/robot-tests-image

This will download Robot Framework image and execute smoke tagged tests

© ETSCGBY4.0 22
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VerifyOpenCAPIIs working

If all tests were PASSED, thpenCAPIIs working fine:

Tests.Features
22 tests, 22 passed, 0 failed
22 tests, 22 passed, 0 failed

esults /20241009 094245 foutput.xml
esults /20241009 094245/ xunit.xml

Qutput: Jfopt/robot-test
¥Unit: fopt/robot-test
Log: fopt/robot-test
Report: fopt/robot-test

© ETSCGBY4.0

7@ OpenCAPIF
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7@ OpenCAPIF

Now we are ready to start !!!
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|’°/ OpenCAPIF

Setup Postman
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G

O isiiosvav,

T D [ S

DownloadPostmancollection & OpenCAPIF

First step is download Postman Collection from OCF web page:

8
=

- C @

Postman

This section sho

Postman-Test.zip.

@ Postman - ETSI SDG OCF | X +

O B https://ocf.etsi.org/documentation/develop/testing/postman/ B

ETSI SDG OCF Documentation  develop ~ Q
Click here to download

how OpenCAPIF is used through requests made with Postman, from the creation of a provider together with the

publication of arf api, to the creation of an invoker and the consumption of the published api. Everything you need to run the testis in

© ETSCGBY4.0
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ExtractPostmancollection &% OpenCAPIF

Extract all files inside zip file:

s ) | @& Postman-ETSISDGOCF X |+
b

Q Files = { (st Home |/ Downloads
0) Recent
“ Starred
Post Extract Return

{;i Home ;

PO Test Extract to...
[2) Documents Open With...

; Downloads
This &

You will see this:

{ (st Home / Downloads
Postman- Postman-
Test Test.zip
L3

© ETSCGBY4.0 27
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Open Terminal andoto folder @ OpenCAPIF

Go to folder and executepmi and run nodescript.js

cd Downloads/Postman-Test
S npm 1
S node script.js

Listener API running.
Data is being stored at location: /home/ocf/Downloads/Postman-Test/Responses/

Open Postman:

seF@ocfhackfesl

.bash_history
.bash_logout
bashrc
.cache/
capif/
capif2/
.config/

Desktop/
.docker/
Documents/

© ETSCGBY4.0 28
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Createa Workspace @2 OpenCAPIF

WA,

LAY vy,

/| £t A0l 2y &/ NFRIFIAS 22N1 3L OSEY

Create your workspace

Getl Create your workspace
Get the most out of your workspace with a template.
Click on Name
“Create Workspace™ B9 Blank workspace [] [ ims ]
<« > Home Workspaces ~ oe P
Who can access your workspace? \
3
A My Workspace [ . Create Workspace Explore our templates 2 Only me \ ] ’
ersonal

'D_ + | 8 Recently visited ., APIdevelopment

Collections &) Only invited team members
v CAUES A My Workspace Private | UPGRADE PLAN
[=] (# APItestin
[ g
More workspaces
Environments o ’ f e t 22 Everyone from your team
) workspaces foun Team
D) { No works i - [5¢ Incident response

@ Only Invited partners and team member
4 Cloud Infrastructure management < Partner | UPGRADE PLAN

® Anyone on the internet
Public

(=] API security Step 2 of 2 Back

O Partner Collaboration

Step1of 2 Cancel

% APl demos

© ETSCGBY4.0 29
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Selectyour Workspace % OpenCAPIF

] £ A01 2y a22N] ALl O08Saé¢ FyR asSt SO

FileEdit View Hemq

« »  Home | Workspaces h%| etwork ~
=)
ms i
~ Search workspaces Create Workspace
U ol | Recently visited f
Collections
Glol | v A~ ]ms [
=1

© ETSCGBY4.0 30
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Import Postmancollection @ OpenCAPIF

Click on import:

Ge

File Edit View Help

: > Ij_:l[ne Workspaces ~ APl Network ~
2. My Workspace * &2y Overview
T + =
Collections

Select both files CAPIF collection an environment andddipkeré

Cancel Open Files m
‘0 Recent fat ocf Downloads ﬁostman-Tsl:

{3t Home Size Modified
7o Click “Open”

{ Downloads 10:28

I Music @ Responses 10:30

& Pictures || CAPIF.postman_collection.json 28.3kB Program 7 0Oct

& Videos |] CAPIF.postman_environment.json 4.3kB Program 7 Oct

© ETSCGBY4.0 31
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Finishimport andselectEnv

Click on import:

Import Elements (2)

‘ Q search for a g

Name Import As

CAPIF Collection

Pastman Collection v2.1

nvironment

Back Import
B
| —

Select CAPIF Environment:

CAPIF Copy
Postman Environment

MSLLITY 3LAI LT T IVIY VYU Rapase

File Edit View Help

7% OpenCAPIF

() Search Postman

< Select environment

New  Import & Overview @ Getting started -+

2 My Workspace

W} + =
Collections
> CAPIF

Environments

L
Higzry Here are some quick ways to get started with API
development, design, testing, and more.
oo
O+

© ETSCGBY4.0

5 0 O we

~ & Noenvironment

pearch +

" Mo environment/

El
Welcome to your personal workspace!
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InstallPythondependencies & OpenCAPIF

Click on new tag at terminal and run:

S source ~/venv/bin/activate

S pip install -r requirements.txt

And we can rumello_apiclient.

(venv) : $ python3 hello_api.py

* Running on all addresses {
* Running on http://127.0.0.
* Running on http://192.168.

© ETSCGBY4.0 33
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|’°/ OpenCAPIF

y
7

User Registration Flow by
:‘i Administrator

—


https://creativecommons.org/licenses/by/4.0/

LoginasAdmin @Y OpenCAPIF

Firststepto actasAdminisloginin orderto get Access
tokenfrom RegistelService

Login Admin
POST hﬂps:ﬂreg[sher:mﬂtlflog[n
Basic Auth: BI
"username":"admin”
1Immrd1l: 1I**¥1I

200 OK
n |

"access_token": "eylhbGciOi...HsMItAYA",
"refresh_token": "eyJhbGcikjn...WpGxSrUIM"

m

© ETSCGBY4.0 35
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LoginasAdmin @Y OpenCAPIF

Select01-login_adminrequestandclickon Send

01-login_admin - My Workspace - @ X
File Edit View Help
& - Home Workspaces ~ APl Network ~ Q, search Postman o 0 ﬁ Upgrade ~
2, My Workspi New  Import &0 Overyi l:-g‘,l Getting started =+ W CAPIF Copy W =]

(] + = CAFIE [ 01-login_admin &) save v Share E
Collections
v CAPI .
[=] POST O1-login_admin POST ~ https:// {{REGISTER_HOSTNAMEY}} : {{REGISTER_PORT}} flogin =
Environments
POST 02-create_user _ _
Params Authe Headers (2) Body Scriptse Settings Cookies >
@D GET (3-getauth
History Query Params
POST (4-onboard_provider 2
= Bulk Edit
. POST 05-publish_api Key Value Description u i
o+ ) o
posT 06-onboard_invoker Key Value Description &)
GET Q7-discover
PUT 08-security_context
POST 09-get_token
posT 10-call_service
DEL offboard_provider Response -

DEL offboard_invoker
DEL remaove_user

POST refresh_admin_token

© ETSCGBY4.0 36
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LoginasAdmin @Y OpenCAPIF

We Will get2000K Responseith Access token:

Body Cookies Headers (5) TestResulis 200 OK 125ms - 447 B
Pretty Raw Preview Visualize JSON =
1
2 "access_token": "eylhbGciOidIUzIANiIsInRScCI&GIKpXVCIS.

eyllc2VybmFtZSTI6ImFkbWluTiwiZXhwIjoxNzISNTAANFQOEEQ.
QcdesGCZIMz kSN -orAESATFMkPmS0a0b0Zh0cUATTCY ™,

3 "refresh_token": "eylhbGociOiJIUzIINiIsInRScCI6IkpXWCID.
eyllc2VybmFtZST6ImFkbWluTiwiZXhwIjoxNzMyMTAWMDQEE].
MCTXZ3IFTKZBA62bHReiJA7YNIGEXD] - xAfDIv2HILzZA"

© ETSCGBY4.0
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Createnew userasadmin @ OpenCAPIF

After loginasadministrator newusercan becreated

Creation of User

Register

Bearer access_token

{

"username™: "custom_user",

"enterprise": "ETSI",

"country": "Spain”,

"email™; "example@gmail.com”,
"purpose": "Use OpenCAPIF",
[optional]"phone_number": "+123456789",
[optional]"company_web": "www.etsi.com”,
[optional]"description”: "UserDescription”

}
Create UUID inserting to DB the information user/pass >
DR o S
» 201 Created
"uuid"; "{User_Uuid}",
"message": "User registered successfully”

]

© ETSCGBY4.0
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Createnew userasadmin @ OpenCAPIF

Select02-create userequestandclickon 6Send Y

02-create_user - My Workspace N
File Edit View Help
¢ > Home Workspaces v APl Network ~ Q) search Postman A © 0 O upgrade
,9\ My Workspace Mew  Import &0y Overview 1 Getting started POST O1-login_admir POST 02-create_ + w CAPIF Copy w
g = oo IF | 02-create_user Save v Share
Collections
~ WCAPIF
[=] PoST 01-login_admin POST ~ https:// {{REGISTER_HOSTMAMEY}} : {{REGISTER_PORT}} /createUser
Environments
POST 02-create_user - N
Params Authe Headers (10) Bodye Scriptse Settings Cookies
D GET 03-getauth
History _ raw v~  JSON Beautify
POST D4-onboard_provider
B POST 05-publish_api 1 i
Bk T T TR LI 2 "username": "{{USER_NAMERR™,
~EILERE e LIE L7 3 "password": "{fUSER_PASSWORDER",
GET 07-discover 4 "enterprise": "ETSI",
5 "country®: "Spain”®,
PUT 08-security_context & vemail®: "example@gmail.com®,
POST 09-get_token 7 "purpose®: "Use OpenCAPIF",
8 "phone_numbexr™: "+123456789",
PosT 10-call_service 9 "company_web": “"www.etsi.com”,
DEL offboard_provider 18 "description": "UserDescription"
h 1 1
DEL offboard_invoker
Response v

DEL remove_user

PosT refresh_admin_token /; ﬁ
=] -

© ETSCGBY4.0 39
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Createnew userasadmin @ OpenCAPIF

We cancheckAuthtagto seetokenused

‘ POST v https:/{ {{REGISTER_HOSTNAME}} : {{REGISTER_PORT}} /createUser ‘

Params Authe Headers (10) Bodye Scriptse Settings

Cookies

Auth Type

: (i) Heads up! These parameters hold sensitive data. To keep this data secure while W
Bearar Token w |

working in a collaborative environment,we recommend using variables. Learn more
about variables.

The authorization header will be
automatically generated wh&ﬁ )
you send the request. Learn Token {ADMIN_TOKEN}}
more about Bearer Token '

© ETSCGBY4.0 40
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Createnew userasadmin @ OpenCAPIF

We will getnext 201 Createdresponsewith nextbody.

Body Cookies Headers (5) TestResulis 201 CREATED 43ms - 239B ﬁ oo
Pretty% Raw Preview Visualize JSON W = O Q
1 i
2 "message”: "User registered successfully",
3 "yuid": "47bdbebe-bcba-57cl-b2fb-ledd3bdATbed"
4 1

Nowwe havea usercreatedby Adminin our local
OpenCAPIF

© ETSCGBY4.0 41
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|’°/ OpenCAPIF

y
7

Provider Onboarding flow by
:‘i customer User

—
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Gettokento interactwith CCF &% OpenCAPIF

Firstis obtain Access token anendpointsfor user.

User Getauth

User Register DB_Register

GET https: //register:8084/getauth

Basic Auth:
"username"; "customuser”,
Ilpamordll: II***II!

Validate user/pass

200 OK
-

"ca_root": "Certificate”,
"access_token": "Token",

"message": "Token and CA root returned successfully”,
"ccf_api_onboarding_url™; "API provider onboarding service url”,

“ccf_onboarding_url": "Invoker onboarding service url",
"ccf_publish_url™; "Publish service url",
"ocf_security_url™; "Security service url”,

© ETSCGBY4.0 43
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Gettokento interactwith CCF &% OpenCAPIF

Selectrequest03-getauth andclickon éSend 'Y

03-getauth - My Workspace
File Edit View Help

< - Home Workspaces ~ APl Network (Q search Postman @ 0 €  Upgrade

2, My Workspace New  Import 0y Overview () Getting star 01-login_gi

w CAPIF Copy v

O 1 oo

@ CAPIF | O v Share
Collections
~ CARIF
[=] POYL 01-login_admin GET b https:// {{REGISTER_HOSTNAME}} : {{REGISTER_PORT}} /getauth
Environments
D Params Authe Headers (B) Body Scriptse Settings Cookies
L
. GET 03-getauth
Histary - Auth Type
wvider (i) Heads up! These parameters hold sensitive data. To keep this data secure while *
. pOST 05-publish_api | Basic Auth > | working in a collaborative environment,we recommend using variables. Learn more
O+ . about variables.
H ization header will be
User credential must be set '—
with Basic Auth [ wsewer |
- Basic Auth
In Authorlzatlon header n. Password | {{USER_PASSWORD}} |
PUST |U-Call_Service
DEL offboard_provider

© ETSCGBY4.0 44
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Gettokento interactwith CCF @ OpenCAPIF

We will see200 OK response&ith nextbody.

Body Cookies Headers (5) TestResults 200 OK BEms 351KB @ [Es] Save Response eee

Pretty Raw Preview Visualize JSON v = o &

"access_token™: "eyJhbGciOilSUzIANiIsInREcCIAGIKpXWCI9.eyvImoecmVzaCI6ZmFsc2UsImlhdCIGMTeyOTUwODUIMiwianRpIjoiZTY1Mz)
"ca_root™: "----- BEGIN CERTIFIEATE---{E\nMIIDIzCCAgugAwIBAgIUGwAYMCuGqIRhXSYsolnTKCguEQBwDQYJKDZIhchAQEL\nEQAwE[
"ccf_api_onbeoarding_url™: "api-provider-management/wl/registrations”,

"ccf_discover_url": "service-apis/vl/allServiceAPIs?api-invoker-id=",
"ccf_onboarding_url®: "api-invoker-management/vl/onboardedInvokers",

=] O U OB W R

"ccf_publish_url": "published-apis/vl/<apfId>/service-apis"”,
"ccf_security_url": "capif-security/vl/trustedInvokers/<apiInvokerId>",
"message™: "Token and CA root returned successfully”

0 00

[y
[=x]
ol

We mustusetemporallyaccess tokerto interactwith
CCF aslient.

Alsoin this responsewe canseeurlsto sendeach
request like onboarding publish discoveE X
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Onboarda provider &% OpenCAPIF

Nowwe canonboardthe provider.

API Provider

CAPIF_NGINX Provider Management

hitps: //capifcore/api-provider-management/registrations >

http: //api-provider-management/registrations

Information required Onboard Provider Management

Including all CSR (AMF, APF, AEF)

201 Created

201 Created

"apiProvDomId": "string",
"regSec": "string"

Provider Management
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Onboarda provider i@ OpenCAPIF

Select04-onboard_provider analickdSend Y

04-onboard_provider - My Workspace
File Edit View Help

€ » Home Workspaces v APl Network ~ () Search Postman ;0 Q Upgrade
,9\ My Workspace New  Import & Overview (1) Getting start 01-legin_ad 02-create_L GET 03-getauth POST 04-onboarc v CAPIF Copy v
) T = o 04-onboard_provider R Share
Collections
v CAPIF

=] PosT 01-Idgin_admin

‘ POST A https:// {{CAPIF_HOSTNAME}} / {{ONBOARDING_URL}}
Envirenments

POST 02-¢ e_user

Params Authorization Headers (11) Body ® Scripts e Settings Cookies
D -
AL ) Auth Type N . . o
POST D4-onboard_provider (Z) Heads upl These parameters hold sensitive data. To keep this data secure while working in a X
pUBNSh-api | Bearer Token ~ | collaborative environment,we recommend using variables. Learn more about variables.

POST 06-onboard_invoker

e or-atecomer meat - Access token obtained
automa {{ACCESS_TOKEN}}

PUT 08-security_context send th from 03'9 eta Uth

Bearer | oken authorization.

POST 09-get_token

POST 10-call_service

© ETSCGBY4.0 47



https://creativecommons.org/licenses/by/4.0/

Onboarda provider i@ OpenCAPIF

Responseeceivedwill be 201 Createdwith certificates
signedandapiProvDomid

Body Cookies Headers (6) Test Results 201 Created 277ms - 15.21KB - @  [=2] Save Response see
Pretty Raw Preview Visualize JSON v = o Q
1 ¢
2 "apiProvDomId®: "aeBdcfca32faebdB8028cd9ald9%bf7cd”,
3 "regSec": "eylhbGci0ilSUzIANiIsInRScCIGIKpAVCI9 . eyImemVzalloZmFsc2UsImlhdCIGMToyOTUWODUIMiwianRpljoiZTY1MzAINTZLZW
4 "apiProvFuncs": [
5 i
6 "apiProvFuncId": "AEF23b7ff9dé6deTcc3fbB3728c238cB2c”,
7 "regInfo": i
8 "apiProvPubKey": "----- BEGIN CERTIFLCATE REQUEST----- WAMIICTITCCAZUCAQAwWaDELMAKGALIUEBRMCRYMxDzANEENVEBAE
9 "apiProvCert": "----- BEGIM CERTIFICATE-----\nMIIDgjCCAmggAwIBAgIULEPamNRIHG161r]+pF2CE30/HEEgwWDQYIKoZLh
14 L,
11 "apiProvFuncRole™: "AEF",
12 "apiProvFuncInfo®: “"dummy_aef”
13 i,
14 i
15 “apiProvFuncId": "APFO35deab3g8f220d1643e56e52417414",
16 "regInfo": {
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ConfigureCertificatesn Postmaf OpenCAPIF

Beforegoto nextrequest we will needto configure
Postmanwith credentialsobtained all is explainedin
documentation

Goto Settingsand opencertificatessection

File Edit view Help @ Genera Certificates
. New... CErl+N AP Netw @ Themes
Mew Tab cerl+T CA certificates
) @ Shortcut:
New Runner Tab Ctrl+shift+R | New
Mew Postman Window  CErl+ShifE+h [ Data Client certificates
Add and manage SSL certificates on a per domain basis. Learn more Add Certificate...
Import ctrlso 4" Add-ons about working with certificates 2
Settings Ctrl+Comma E Certificates
L3
Close wWindow cerl+shife+w = Proxy
Close Tab C
4] Update
Force Close Tab Alt+Cerl+w pr
Quit Chrl+Q @ About
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ConfigureCertificategn Postmaf OpenCAPIF

ActivateCAcertificatesandselectca_cert.pem

) X
Certificates 1- Activate

“CA Certificates” —\
CA certificates @
2- Click on

FEM fil2f§ Select File

“Select File”
The file should consist of o yore trusted certificates in PEM format.

Client certificates
Add and manage SSL certificates on a per domain basis. Learn more Add Certificate...
about working_with certificates A

Cancel Open File Q m

D Recent {4t ocf Downloads Postman-Test =Responses 28
(st Home

3 Docume... |=| ca_cert.pem 23kB  Text 11:02

{4 Downloads cert_server.pem 45kB  Openssl PEM format 10:52

1 Music client_cert.crt 0bytes Empty document 10:52
& Pictures client_key.key 0bytes Empty document 10:52
= Videos

Open files read-only N
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ConfigureCertificatesn Postmaf OpenCAPIF

Nowadd ClientcertificatesbyOf A Oladld/3 | O &
certificatee button:

*

@ Genera Add certificate
@ Themes Host (required)

| https:/{  capifcore | | 143
I Shortcut:

CRT file
@ Data

client_cert.crt =
4 Add-ons

KEY file
Eg Certificates

client_key.key =
= Proxy

PFX file
() Update Select File
@ About Passphr

@
C L bout warking f

Setupcapifcoreas host andmport client_cert.crtand
client_key.keyo eachfield, afterthat clickon cAdck
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ConfigureCertificategn Postmaf OpenCAPIF

If all is configured properly you will see this:

£

B3

=

¢+

]

L)

®@

General

Themes

Shortcuts

Data

Add-ons

Certificates

Proxy

Update

About

Certificates

CA certificates 6O
PEM file ca_cert.pem x

The file should consist of one or more trusted certificates in PEM format.

Client certificates
Add and manage S5L certificates on a per domain basis. Learn more Add Certificate...
about working_with certificates »

HOST capifcore
CRT file  /homefecf/Downloads/Postman-Test/Responses/client_cer... |

KEY file  [homefocf/Downloads/Postman-Test/Responsesfclient_key...
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PublishAPIby provider % OpenCAPIF

After onboard provider we can publish an API:

APF Publish

APF CAPIF_NGINX Publish Service

hitps://capifcore/api-publish/{apfld}/service-apis >

htip://published-apis: 8080/ api-publish/{apfld}/service-apis

-
I
"apiMame"; "dummy-aef"
i]'.lformaﬂon releted with API published
< 201 Created
< 201 Created
IlaplIdll: II‘{a plId}“ ﬁ
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PublishAPlby provider

Now we can select request giublish_api:

05-publish_api - My Workspace

File Edit View Help

?Ez'; OpenCAPIF

€ » Home Workspaces ¥ APl Network ~ () search Postman g Q Q Upgrade
,9\ My Workspace New  Import &2 Overview () Getting st 02-creal GET 03-getau 04-onbc POST 05-publi CAPIF Copy v
i} aee |‘|m3 A 4 Share
Collections
~ CAPIF
[=] ST ~ https:// {{CAPIF_HOSTNAMEY}} : {{CAPIF_PORT}} /published-apis/v1/ {{APF_ID}} /service-apis ‘ m
Environments
Params Autherization Headers (10) Body = Scripts » Settings » Cookies
D
History post none form-data ¥-www-form-urlencoded  ©Q raw binary GraphQL Beautify
oo POST 05-publish_api 1
0+ 2 5
POST OG- i
DEaonboeripyoRey 3 "apiName": "hello_api_demo_wée",
GET 07-discover a4 "aefProfiles": [
3 5 i
PUT 0B-security_context 6 naefId": " §IAL
POST 09-get_token 7 “versions®: [
8 i
PosT 10-call_service
Response

DEL offboard_provider

Rl AfFFRanrd imealoar
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PublishAPIby provider % OpenCAPIF

Response will b201 Created with next body:

Body Cookies Headers (6) TestResults 201 Created 647 ms - 1.24 KB @, [£2] Save Response eee
Pretty Raw Preview Visualize JSON = o Q
1 £
2 "apiName®: "hello_api_demo_wvé&",
3 "apild": "748f988985d106b303debc9chaasT4",
4 "aefProfiles": [
5 i
6 "aefId": "AEF23b7ff9déde7cc3fb@3728c238cO2c",
7 "wversions": [
8 1
9 "apiVersion": "wl1",
10 "expiry": "2021-11-36T10:32:02.004000+00:08",
11 "resources": [
12 i
13 "resourceName”: "hello-endpoint”,
14 “commType”: "REQUEST_RESPONSE",
15 "uri": "/hello",
16 "custOpName": "string",

You can see here thapildassigned by CCF to this
published API.
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7% OpenCAPIF
Which are our current status?

@® User created by admin

@ Provider onboarded

@ Provider API published
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|’°/ OpenCAPIF

y
7
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Onboardinvoker @ OpenCAPIF

After API publication we can onboard an invoker on CCF

Invoker Onboarding

CAPIF_NGINX Invoker_Management_API

POST https://capifcore/api-invoker-management/v1/onboardedinvokers

POST http://api-invoker-management/v1/onboardedInvokers

{

"onboardingInformation” : {
"apilnvokerPublickey" : "CSR CREATED BY INVOKER",

)

_._.201 Created

201 Created

{
"apilnvokerId": "INV7da0add4172d7d86c536c0fbcoc372",
"onboardingInformation™: {

"apilnvokerCertificate™: "INVOKER CERTIFICATE",
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Onboardinvoker @ OpenCAPIF

Now we will onboard and invoker in CCF. We must select
requestO6-onboard_invoker and click aisend:

06-onboard_invoker - My Workspace
File Edit View Help

€ Home Workspaces ~ APl Network ~ ( Search Postman

-

v https:// {{CAPIF_HOSTNAMEJ} : {CAPIF_PORT}} / {{ONBOARDING_URL_INVOKER}}

arams Authorization » Headers (11) Body e Scripts » Settings ®

@ Heads up! These parameters hold sensitive data. To keep this data secure while working ina
collaborative environment,we recommend using variables. Learn more about variables.

utho t ler will ¢
07-d tically g 1 when Tok {{ACCESS_TOKEN}}
PUT OB—security_context send the I'%"Z]\.G‘St Learn more about
B r Tok: tl n

POST 09-get_token

PosT 10-call_service

As Provider Onboarding, for Invoker onboarding request we
must use access token provideddptauth this is because at

onboarding operation we will retrieve the signed certificate to
interact with GG,

59
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Onboardinvoker @ OpenCAPIF

Response will be 201 Created with signed certificate in body:

Body Cookies Headers (6) Test Results 201 Created 80ms - 518KB - €3 Save Response oo
Pretty Raw Preview Visualize JSON = O O
1 i
2 "apiInvokerId”: "INVdcl7cOca23b768546ba2cl22aladse",
3 "onboardingInformation™: §
4 "apilnvokerPublicKey™: "----- BEGIMN CERTIFICATE REQUEST----- WNMIICTTCCAZUCAQAwaDELMAKGAIUEBRMCRYMxDzANBENVBAZME
5 ‘apiInvokerCertificate": "----- BEGIN CERTIFICATE----- \,nHIIjgjCCArrquAt'JIBAgILIN'touukJmEfQIthhSSzV}cZBgK?on':lQYJKGZ
6 e
7 "notificationDestination™: "http://host.docker.internal:BOB6/netapp_callback",
8 "requestTestMotification™: trxue,
9 "websockNotifConfig™: 1§
1@ 'websocketUri”: "websocketUri™,
11 "TequestWebsocketUri®: txue
12 i,
13 "apiInvokerInformation™: "dummy",
14 "supportedFeatures™: "fiffffi"
15 1

Also we can seapilnvokerldorovided by CCF to identify this
iInvoker inside CCF.
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DiscoverAPIshy Invoker % OpenCAPIF

Now we can get all APIs published by request a discover:

Invoker Discover AEF

CAPIF_NGINX

GET https://capifcore/service-apis/v1/allServiceAPIs -

Discover_Service_API

GET http://service-apis/v1/allServiceAPTs
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DiscoverAPIsby Invoker i OpenCAPIF

We can now select request fliscover to retrieve APIs
published:

07-discover - My Workspace - @
File Edit View Help
< Home Workspaces v APl Network + Q search Postman @ 0 €  Upgade
% My Workspac New  Import £ Overy Gettin 01-Ic 02-c GET 03-ge 0d-c 15-¢ 16 > w CAPIF Copy e
() oo Share
Collections
~ CAPIF
El posT 01-logi admin GET ~  https:// {{CAPIF_HOSTNAMEY}} : {{CAPIF_PORT}} / {{DISCOVER_URL}} {{INVOKER_ID}}
Environmenits
POST 02-creafe_user - ) ’ i
. Params Authorization Headers (8) Body Scripts Settings » Cookies
B GET 03-getalkh
History Query Params
POST O4-onbo@rd_provid
i Bulk Edit
o posT 05-putN api Key Value Description
o+
POST 06-onboard_invoker
| I GET 07-discover l
PUT 08-security_context
POST 09-get_token k
POST 10-call_service
DEL offboard_provider Response
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APIsdiscovered @2 OpenCAPIF

Response will be 200 OK with published APIs:

Body Cookies Headers (3) TestResults 200 OK 441ms - 114KB - £ Save Response eee
Pretty Raw Preview Visualize JSON = O O
19
2 "serviceAPIDescriptions™: [
3 v% i
'apiName": "hello_api_demo_vé",
'apild”: "748f988905d106b383debcIc5aaea”,
B o ‘aefProfiles": [
7w I
8 "aefld": "AEF23b7ff9d6deTcc3fb@3728c238cB2c",
9w "versions": [
10 i
11 'apiVersion": "v1",
12 ‘expiry": "2021-11-30T10:32:02.004000+00:00",
13 'resources™: [
14 ~ i
15 "resourceName": "hello-endpoint”,
16 "commType": "REQUEST_RESPONSE",

We can see there a list eérviceAPIDescriptiongith all APIs
published at CCF.

We will try to use hello_api_demo \#pi.
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CreateSecurityContextfor that _
AP QY OpenCAPIF

If invoker want to use some discovered API, then security
context must be requested:

Invoker Create Security Context

CAPIF_NGINX

PUT https://capifcore/capif-security/v1/trustedInvokers/{Invoker id} >

Security_API

PUT http://capif-security/v1//trustedinvokers/{Invoker_id} >

:f.\EEF_id: "aef_id"
APL_id: "api_id"

201 Created

201 Created

Security_API
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CreateSecurityContextfor that _
AP QY OpenCAPIF

We need to request a Security Context as invoker to grant
access to selected API:

08-security_context- My Workspace -
File Edit View Help
€ Home Workspaces v APl Network ~ (1 search Postman o 0 Q Upgrade
,9\ My Workspace Mew  Import < 01-1c 02-c GET 03-ge 04-¢ 05-p 06-c PUT 08-s¢ { w~ CAPIF Copy w~
O oee i 08-security_context v Share
Collections
v CAPIF
[=] - https:/f {{CAPIF_HOSTNAME}} : {{CAPIF_PORT}} /capif-security/vi/trustedinvokers/ {{INVOKER_ID}} —bm
Environments
P
B Params Authorization Headers (10} Body = Scripts e Settings » Cookies
L
=EEY nene orm-data x-www-form-urlencode raw inar ra ~ eaut
Histor form-d f lencoded © pinary GraphQL JSON Beautify
® - C ' for that
Bk 2 "securityInfo": [ reate Secu rlty context or t a
3 i
GET 07-discover 4 "prefSecurityMethods”: [ API I g fld d p Id
: , selecting aefld and api
PUT 0B-security_context 6 1

” SerTonen 7 "authenticationInfo": "string", from discover

3 T Sy S SUt. S L T P e g
pOST 10-call_service 9 "aefId": "IIAPT /
DEL offboard_provider 10 apild®: "7/ [Dff" ‘—

11
DEL offboard_invoker 12 1.
e moveTiser 13 ‘notificationbestination”: "https://mynotificationdest.com",

14 'requestTestNotification™: true,
posT refresh_admin_token 15 ‘websockNotifConfig®: {

1a "websocketUri®: "string",

17 "requestWebsocketUri": true

18 h

19 "supportedFeatures": "fff"

28 1

Response !
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SecurityContextcreated @ OpenCAPIF

Response will b201 Created with Security Info:

Body Cookies Headers (6) TestResults 201 Created 192ms - 6948 - €4 Save Response oce
Pretty Raw Preview Visualize JEON = o O
1 i k
2 "securityInfo”: [
3 i
4 'aefId”: "AEF23b7ff9déde7cc3fbB3728c238cO2c”,
5 'apiId®: "748f988905d1606b383debcPc5aaeTA",
6 '‘prefSecurityMethods™: [
"0AUTH"
8 1,
9 'selSecurityMethod" @ "OAUTH",
16 'authenticationInfo”: "string",
11 'authorizationInfo": "string"
12 I
13 1.
14 "notificationDestination™: "https://mynotificationdest.com”,
15 "requestTestNotification": true,
16 "websockNotifConfig":

17 'websocketUri®: "string®,

On Releasé only support OAUTH, then the next step will be
get OAUTH token to be used by invoker to access API publis
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7% OpenCAPIF
Which are our current status?
@ Invoker Onboarded
@ APIs Discovered

@ Security Context created

We are ready to reach service API published!
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GetOAUTH token Q% OpenCAPIF

Now the last step will be request OAUTH token to access
published service API:

Invoker get token

CAPIF_NGINX Security_API

POST https://capifcore/capif-security/v1/securiti nvoker_id}/token

PUT http://capif-security/v1/securiti nvoker_id}/token

"grant_type": "client_credentials”,
"client_id": Invoker_id,
"client_secret™ "string",
"scope™: 3gpp#aef_id:api_name

"expires_in": 0,
"scope™ 3gpp#aef_id:api_name
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GetOAUTH token Q% OpenCAPIF

o o

Selectrequest I ST Y 21SY | yR Of A O]

09-get_token - My Workspace — N
File Edit View Help
< Home Workspaces ~ APl Network - Q) search Postman B O €  Upgrade
,9\ My Workspace MNew  Import < 02-c GET 03-ge 04-¢ 05-f 06-c PUT 08-s¢ POST 09-g { w~ CAPIF Copy w~
O oo |\|m3 09-gei_token w~ Share
Collections

v CANF
[=] posY 01-login_admin POST ps:// {{CAPIF_HOSTMAME}} : {{CAPIF_PORT}} /capif-security/vl/securities/ {{INVOKER_ID}} /token n

Environments
POST §2-create_user B 1100 i i {
Authorization Headers (10) Body = Scripts » Settings Cookies

B) GET 04 getauth

. none form-data © x-www-form-urlencoded raw binary GraphQL
POST 04-pnboard_provider

grant_type client_credentials
POST 06-orfpoard_invok client_secret string

scope 3gpp# {{API_AEF_ID}} : {{API_NAME}}

PUT O8-security context

POST 09-get_token

POST 10-call_service Response
DEL offboard_provider
DEL offboard_invoker
DEL remove_user

POST refresh_admin_token

2 B)
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GetOAUTH token Q% OpenCAPIF

We will receive2000K withaccess tokemo be used by
Invoker:

Body Cookies Headers (5) TestResults 200 OK 74ms - 11KB - E  [s] Save Response ose
Pretty Raw Preview Visualize JSON v = o O
1 i
2 "access_token": "eylhbGci0ildSUzIANiIsInRScCI&EIkpXVCI9. eyImemVzaCleZmFsc2UsImlhdCIGMTeyOTUXMDEENywianRpIjoi0DhiMzIz
3 "token_type": "Bearer",
a4 "expires_in": 6080,

5 "scope": "3gppdAEF23b7II9dedeVcc3fbR3T28c238c02c:hello_api_demo_ve"
6 1
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SendRequesto APlpublishedby
Provider & OpenCAPIF

Last step is send request using OAUTH to service API publis

Invoker Send Request to AEF Service API

POST http://python-aef: 8086/hello

header with Bearer "{serviceAccessToken}"
"name": "david"
< 201 OK

"msg": "hello david" L]
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SendReguesto APIpublishedb

Provider @ OpenCAPIF
Selectrequest DI f f P& SNIWAOS | yR Of A

File Edit View Help
(), search Postman

€ Home Workspaces ~ APl Network ~
2, My Workspace New  Import < T 03-ge 04-c PUT 08-s¢
] T = aes |‘|1r|3
Collections
~ CAPIF
El posT (WJogin_admin POST http:// {{IPV4ADDR}} : {{PORT}} {{URI}
Environments
POST 02-chgate_user - . ; i
. Pa Authorization = Headers (11) Body e Scripts Settings e Cookies
0] GET 03-getdyth
History ) . th Type
POST 04-onboalgl_provider L3 (2) Heads up! These parameters hold sensitive data. To keep this data secure while working in a e
g0 POST 05-publish_%pi Bearer Token ™ collaborative environment,we recommend using variables. Learn more about variables.

PosT O6-onboard_ijvoker

The authorization head
GET 07-discover automatically generated when you Token {{NETAPP_SERVICE_TOKEN}}
send the I'%'quSI Learn more about

Bearer Token authorization.

PUT OB-security_corgext

POST 09-get_token

Response

PosT 10-call_service

DEL oiTboa d_provicer
DEL offboard_invoker
DEL remove_user

POST refresh_admin_token
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\

SendRequesto APIpublishedby
Provider @ OpenCAPIF

Body in request is one defined by API published:

10-call_service - My Workspace _ A
File Edit View Help
¢ Home Workspaces v APl Network Q) Search Postman @ 0 €  Upgrade
,% My Workspace New  Import < 3ET 03-ge 04-¢ 05-¢ 06-c GET O7-dit PUT 0B-s€ 09-¢ POST 10-c . w CAPIF Copy w~
(] T = one g 10-call_service ~ Share
Collections
~ CAPIF
[=] POST 01-login_admin POST ~ http:// {{IPV4ADDR}} : {{PORT}} {{URI}} m
Environments
POST 02-create_user . ) . .
. Params Authorization e Headers (11) Body » Scripts Settings » Cookies
L

GET 03-getauth

History i none form-data x-www-form-urlencoded © raw binary GraphQL JSON ~ Beautify
POST O4-onboard_provider

oo POST 05-publish_api 1 i
ot ) 2 "pame": " {{USER_NAME
POST D6-onboard_invoker 3 1
GET 07-discover
PUT 08-security_context
POST 09-get_token
POST 10-call_service Response

DEL nffhnard nrovider
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Responsdérom API % OpenCAPIF

The response will be 200 OK

Body Cookies Headers (5) TestResults 200 OK
Pretty Raw Preview Visualize JSON  ~ -2
1 "Hello: custom_user, welcome to CAPIF.®

We can check the logs of service that is running the API
published in terminal:

(venv) S python3 hello_api.py

* Running on all addresses (0.
* Running on http://127.0.0.1:
* Running on http://192.168. 64

127.0.0.1 - - [21/0ct/2024 11:42:05] "POST /hello HTTP/1.1" 200 -
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7% OpenCAPIF

Congratulations!

Now, all of you have completed a full flow using a
local deployment ofOpenCAPIFE=
CKIFIyla FT2N eé2dzNJ I GGSYyaA2yT SOSN
the great work!
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Engage with OpenCAPIF 7% OpenCAPIF

Esi(c—,))»  https://portal.etsi.org/ocf

Participation is free for ETSI @) https://ocf.etsi.org
members, SMEs, Universities,
Public Research Bodies and User &  https:/labs.etsi.org/replocf
and Trade Associations and
@OpenCAPIF

Individuals. in
@OpenCAPIF
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Join us by signing the .
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Howis OpenCAPIEreate® & OpenCAPF

OpenCAPIFplements the3GPP Common APl Framework
defined on their specs.

The template with models and operations is created by using
OpenAPI generatawith swaggers created by 3GPP. This
simplify the way to update to new releases over 3GPP
specifications.

The code logic implemented is under core folder on each
service, in order to make easy the update previously
commented.

Each APl is implemented irdackerizedservice, this simplify
the way to deploy locally or in a k8s environment.
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